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Abstract—The buffer overflows occurs when data exceeds the array bounds, causing the variable and state 
information to change. Since the process does not check these additional changes and thus acts incorrectly 
thereby places the system in an un-secure state. This paper analyses the impact and existence of such 
vulnerabilities in Kerberos 5 developed by MIT. This paper dictates various measures to address these problems 
as proposed by MIT. 
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1 Introduction: Buffer overflow is one of the most 
common vulnerabilities that are used to 
compromise the security of the system [3]. A 
Buffer overflow occurs when a program does not 
check the size of user input for a buffer array then 
areas near the array are overwritten by extra data 
and change the values of the array. If the 
overwritten area contains the return address of a 
function, the new value will be used as the address 
of the next instruction after the return. An attacker 
can inject his code into the memory and change the 
return address to point to the injected code can 
execute this code with attacked program’s 
privileges. The attacker can also execute the 
malicious code by applying the same method to 
function pointers as well. Therefore, the program 
must never accept any input that exceeds the buffer 
size .range checking, bounds checking and 
hardware segmentation may be used to prevent the 
buffer overflows [4]. 

2 Description: Kerberos is a network 
authentication protocol. It works on a centralized 
authentication server which authenticates users to 
servers and vice-versa. It works on the principle of 
symmetric encryption and shares keys with the 
authentication server. Kerberos maintains a 
database of the private keys of the clients and 
servers. Kerberos uses these keys to authenticate 
one network node to another node. Kerberos also 
generates temporary session keys to be shared 
between two communicating nodes and the 
communication is the encrypted with the session 
keys. The process of authentication takes place in 
the following order: [7] 

(1) The user logs on the client machine; the 
machine encrypts the password to create client key. 

(2) The client machine sends clear request to 
Kerberos ticket granting server (TGS). 

(3)Kerberos TGS responds with a message 
encrypted with client key, consisting of: 

(a) Client /TGS session key. This key is used for 
future communications between the client and 
TGS. 

(b) TGS ID, timestamp and ticket valid time. 

(c)Ticket granting ticket (TGT), which contains the 
client ID, client address, timestamp, ticket valid 
time and client/TGS session keys which are 
encrypted in the TGS’s private keys 

(4) Client requests services from TGS sending: 
server ID, TGT and authenticator containing client 
ID, client address, and timestamp all encrypted in 
client/TGT session key 

(5) TGS responds with a message encrypted 
client/TGS session key containing: 

a) Server ID and timestamp 

(b) The client and server session key 

(c) The server’s ticket containing client ID, client 
address, server ID, timestamp, ticket valid time, 
client/ server session key which are encrypted with 
server’s private key 

(6) Client authenticates to server by sending server 
ticket and authenticator containing client ID, client 
address and timestamp, ticket valid time, encrypted 
with client/server session key 

(7) Server provides the requested service to the 
client [14]. 
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3 Buffer overflows in Kerberos 

Kerberos is an authentication process to secure 
communication between clients and servers on a 
network. In this process, the key distribution center 
(KDC) issues tickets and clients must issue these 
tickets to communicate with each server they are 
trying to access on the network. Kerberos uses 
DCS encryption for a secure connection between 
client and server. Kerberos run on Unix servers and 
workstations. It is used to develop a secure 
connection between different machines for 
administrative purposes. Buffer overflow 
vulnerability exists in different implementations of 
Kerberos 4 and Kerberos 5. When exploiting buffer 
overflow vulnerability, a remote or local user can 
make way to force commands into the memory that 
executes at highest access level, thereby the 
malicious user gains root access to a machine. This 
exploitation can lead to dereferencing of a pointer 
and crash and thus creating a denial of service 
(DoS) attack. This problem may occur to 
misconfigured Kerberos distribution 
centers(KDC).the vulnerability occurs in the TGS-
REQ exchange in the Kerberos protocol which 
limits the denial of services (DoS) to authenticated 
users. The vulnerability exists in Kerberos library 
function that is used to convert principal names to 
user account names. The library function fails to 
properly parse the requests with long principal 
names and an attacker can create a specifically 
crafted request with a long principal name to 
overflow the buffer. The vulnerability exists in 
krb5-aname-to-localname () library function. If the 
system is configured with explicit mapping, the 
attacker is required to access the services with the 
principal name listed in the mapping list. However, 
if the service is configured with the rules-based 
mapping, the attacker is required to create an 
arbitrary principal name in the Kerberos realm or 
remote realm that can be accessed by the cross- 
realm authentication. 

4 Impact: The four distinct vulnerabilities in 
various versions and implementations of the 
Kerberos 5 software have been reported. The 
purpose is to exploit these vulnerabilities to gain 
root privileges. 

• Buffer overflow in krd-rd-req()library 
function 

This kind of vulnerability is present in version 4 of 
Kerberos and the compatibility code version 5 
which can be exploited in services using Kerberos 
4 or 5 when they perform version 4 authentications. 
This vulnerability can also be exploited locally via 
the v4crp setuid program of Kerberos 5.This 
vulnerability can be exploited by remote users to 
gain root privileges on systems running services 
linked against the vulnerability library. There is a 
buffer overrun vulnerability with the “Kerberized 
Berkley remote shell daemon (krshd)” for at least 
the i386-Linux platforms[6].The true vulnerability 
is with krd-rd-req () function that uses krshd.This 
issue becomes severe when we consider using 
Kerberos 4 authentication ,the krshd and the krd-rd-
req() function becomes active on the realm’s Key 
Distribution Center(KDC) server. Once the attacker 
breaks the KDC within a realm, the entire network 
gets compromised, as the attacker now controls the 
server which generates all the tickets and also 
maintains the security keys. 

• Buffer overflow in krb425-conv-
principal()library function 

MIT Kerberos 5 is vulnerable to buffer overflows 
in the krb425-conv-principal () library function 
which is actually part of the Kerberos 4 
compatibility code. When used in conjunction with 
krd-rd-req() library function, a remote attacker 
could exploit this buffer overflow vulnerability to 
gain privileges to the system [9]. 

• Buffer overflow in krshd 

This vulnerability is only present in Kerberos 
version 5 and it is not related to previous 
vulnerabilities. Remote users may able to execute 
arbitrary code as root on systems running a 
vulnerable version of krshd.There is an unrelated 
buffer overrun in the krshd that is distributed with 
the MIT Kerberos 5 distributions and it has not 
been established whether such an exploit exists for 
this buffer overrun and whether this overrun is 
actually exploitable or not. 

• Buffer overflow in ksu 

This vulnerability is also present in Kerberos 
version 5 and is not related to previous 
vulnerabilities. This vulnerability is corrected in 
krb-1.1.1 and krb-1.0.7-beta1. Local users can gain 
root to privileges by exploiting the buffer overflow 
in ksu[8] 
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5 Vulnerable distribution and programs: 

The Source distributions containing vulnerable 
code include: 

• MIT Kerberos 5 releases krb5-1.0.x, krb5-
1.1, krb5-1.1.1 

• MIT Kerberos 4 patch 10 and earlier 
releases  

• Kerb Net  (Cygnus implementation of 
Kerberos 5) 

• Cygnus network security(CNS—Cygnus 
implementation of Kerberos 4) 

• Daemons or services that may call krd-rd-
req() function are vulnerable to remote 
exploitation include: 
krshd 
klogind(if accepting Kerberos 4 
authentication) 
telnetd(if accepting Kerberos 4 
authentication) 
rkinitd 
kpopd 
ftpd(if accepting Kerberos 4 
authentication)[8 9] 

Certain Daemons that are called from inetd may be 
safe from exploitation if their command line 
invocation is modified to exclude the use of 
Kerberos version 4 for authentication. This 
approach may work for krshd(*), klogind, telnetd. 
The (*) krshd program is still vulnerable to remote 
attacks even if Kerberos 4 authentication is 
disabled because of unrelated buffer overrun. So, it 
is recommended to disable the krshd program 
completely until a patched version is installed [8]. 

The v4rcp program should have its setuid 
permissions removed so that it cannot be possible 
to perform a local exploit against it. 

The krb5 ksu program should have its setuid 
permissions removed if it was not compiled from 
krb5-1.1.1 or krb5-1.0.7 beta 1.By replacing the 
ksu binary with one compiled  from krb5-1.1.1 or 
krb5-1.0.7 beta-1 has to  be safe provided that it is 
not compiled from shared libraries[8]. 

 For MIT Kerberos 5 release, it may be not feasible 
to disable Kerberos 4 authentication in the ftpd 
program [8]. 

6 Solutions:  

The remedy is to apply patches from the vendors. If   
kerberos5 distribution is running and it can rebuild 
the binaries from source code, then apply patches 
advised by MIT to correct these issues. For running 
the Kerberos 4, patch the source code based on the 
version 5 as recommended by MIT. Only the 
patches of krd-rd-req() need to be applied to 
version 4 to remove the issues described in the 
advisory[8]. The following patches are very 
critical: 

appl/bsd/krshd.c 

lib/krb4/r dreg.c 

lib/krb5/krb/conv_princ.c 

 Recompile the libraries and the vulnerable 
programs (krshd and ksu) and also recompile the 
programs that have been statically linked to the 
vulnerable libraries. The KDC software has to be 
recompiled for Kerberos version 4[8]. 

Administration has option to disable the 
functionality of any configurations of explicit or 
rules-based mapping. The administration has to 
observe closely the authentication logs for requests 
containing long principal names [8]. 

 By applying the recommendations of MIT, 
Kerberos version 4 authentications in some 
daemons could be disabled at run time by just 
supplying command line options to these programs 
when started by inetd. This approach may work for 
the daemons such as krshd, klogind, telnetd[8]. 

The vulnerabilities can also be addressed by 
upgraded version Kerberos 5 version 1.2  

 7 Conclusions 

Kerberos is an authenticated security system 
developed by MIT for computer networks based on 
symmetric cryptography that foil intimidations 
such as spying and impersonations. Kerberos has 
seen several modifications and transitions from 
Kerberos version 4 to Kerberos version 5. The 
major threats posed to Kerberos are buffer 
overflow vulnerabilities. Such vulnerabilities in 
Kerberos 5 can be overcome by either using 
patches as recommended by MIT or by various 
vendors. We can also disable the functionality of 
configuration of explicit or rules-based mapping. 
The vulnerabilities are supposed to remove by the 
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implementation of the upgraded version of 
Kerberos 5 version1.2 as proposed by MIT [8]. 
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